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What is it or What are they?

The Internet of Things (loT) is the network of physical objects—devices, vehicles,
buildings and other items— embedded with electronics, software, sensors, and
network connectivity that enables these objects to collect and exchange data. -
WikipediaA

The Internet of Things revolves around increased machine-to-machine
communication; it's built on cloud computing and networks of data-gathering
sensors - Wired Magazine

GE's “Industrial Internet” vision: “the convergence of machine and intelligent data...
to create brilliant machines.”



https://en.wikipedia.org/wiki/Embedded_system
https://en.wikipedia.org/wiki/Electronics
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Sensor
https://en.wikipedia.org/wiki/Internet_access
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loT End-to-End Context

loT is Made of Embedded Devices

Things Local Network The Internet Back-End Services
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loT Architecture
loT Architecture Layers

Environmental People Tracking

« Application Healthcare Retail Surveillance

Energy

Transportation  Supply Chain

> . . Dataflow
Management g Ve Modc:.-lmg, Management,
Service 5 Configuration, Security
and Management
Control
Gateway and WAN (GSM,  Wi-Fi, Ethernet,
Network UMTS, LTE, LTE-A) Gateway Control
Sensors . /<Y I e J Sensor Network,
Connectivity and Sensors/Actuators, Tags
Network ‘ (RFID, Barcode)

Source:https://www.coursera.org/learn/iot-augmented-reality-technologies/lecture/




loT Protocols

Layer 1 & 2
Full Up Stacks
Zigbee
J WiFi
802.15.4 IEEE
Cellular

Z-Wave

ADT and others

Bluetooth*



loT Protocols

Layer 3

6LowPAN
IPv6 over Low power Wireless Personal Area Networks (IETF Standard)

Defines encapsulation and header compression mechanisms that allow
IPv6 packets to be sent and received

Targets Low Data rate wireless networks and resource constrained
devices

Defined adaptation layer with regular IPv6 domain



Protocol Overview

Web services and business apps
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Server-to-server (S29)
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D2D - Device to Device

Device
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P10 server
(D2S)

D2S - Device to Server

Timelines of response
10msto1s

MQTT - Message Queue
Telemetry Transport

10 ps to 10 ms

XMPP - Extensible Mess¢
and Presence Protoc

Source:http://electronicdesign.com/iot/understanding-protocols-behind-internet-things



Protocol Overview

D2S - Device to Server

MQTT - Message Queue Telemetry Transport

XMPP - Extensible Messaging and Presence Protocol
D2D

DDS - Data Distribution Service
Thread -

S2S - Server to Server

Source:http://electronicdesign.com/iot/understanding-protocols-behind-internet-things



Protocols

MQTT - Message Queue Telemetry Transport
For collecting device data and communicating it to servers - D2S
Hub-Spoke
Example: monitoring the transmission lines

XMPP - Extensible Messaging and Presence Protocol

For connecting devices to people (D2S)

addressing scheme (hame@domain.com) helps conn



Protocols

DDS - Data Distribution Service targets devices that directly use device data

Efficiently delivers millions of messages per second to many simultaneous
receivers

Bus topology
Example: connecting sensors and actuators in an industrial setting

AMQP - Advanced Message Queuing Protocol (AMQP) - S2S

Most appropriate for the control plane or server-based



Impact On Hughes

Lot of chatter in inroute traffic

Small messages, but lots of them

Will keep inroute active

M2M traffic may not be spoofed !

Save on resources !

Handle lot more UDP traffic

Based on the device functionality, reliability will be one big area to consi



Consider Sharing @ Lunch & Learn Sessions
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Google Brillo OS

Linux Foundation + Wind River =
super lightweight RTOS

zL Linux Foundation + TSG (Intel, Samsung,
ﬁD etc.) = “0S of Everything”



Cloud-scalable
messaging protocol
“central nervous
system”




loTivity






